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loT Hub support for virtual networks
with Private Link and Managed Identity
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By default, loT Hub's hostnames map to a public endpoint with a publicly routable IP address over the
internet. Different customers share this loT Hub public endpoint, and loT devices in over wide-area
networks and on-premises networks can all access it.

Devices on wide-area
networks

egress
i Public
R t endpoint

<SR-

Public

I endpoint

—1

Public

- S » 1 endpoint
- ; Vi
on-premises

Workstations ingress L ; &
networks |

ISt S 3 loT Hub
On-premises
network

\

Devices on

Is this page helpful?

7 Yes G2 No

In this article

Ingress connectivity
to loT Hub using
Azure Private Link

Egress connectivity
from loT Hub to other
Azure resources

Next steps



https://docs.microsoft.com/en-us/azure/iot-hub/virtual-network-support#ingress-connectivity-to-iot-hub-using-private-endpoints
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@ApplicationAnnotation(name="WordCountDemo")
public class Application implements StreamingApplication
{
protected String fileName =
"com/datatorrent/demos/wordcount/samplefile.txt";
private Locality locality = null;

@0verride public void populateDAG(DAG dag, Configuration

conf)

{
locality = Locality.CONTAINER_LOCAL;
WordCountInputOperator input =
dag.addOperator("wordinput™, new
WordCountInputOperator());
input.setFileName(fileName);
UniqueCounter<String> wordCount =
dag.addOperator("count”, new }
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SELECT Avg(Purchase), ScoreTollId, Count(*)
FROM GameDataStream
GROUP BY TumblingWindows(5, Minute), Score
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EE 3 D0 Windowing

Tumbling Window

Input

SELECT System.TimeStamp AS OutTime, TollId, (*)
FROM Input TIMESTAMP BY EntryTime
GROUP BY TolllId, (Duration(minute,5))

SELECT System.TimeStamp AS OutTime, TollId, (*)
FROM Input TIMESTAMP BY EntryTime

GROUP BY TollId, (Duration(minute, 10),
Hop(minute, 5))
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SELECT System.TimeStamp AS OutTime, TollId, (*)
FROM Input TIMESTAMP BY EntryTime

GROUP BY TollId, (Duration(minute, 3))
HAVING (*) > 3
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SELECT text, sentiment(text) AS score
FROM myStream
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https://docs.microsoft.com/ja-jp/azure/stream-analytics/
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Azure Time Series Insights: UY—A

- Product website:
- Documentation:
- Tutorial:

- Product video:
- Public Preview Blog:
- Pricing:

Try Azure Time Series Insights!
- Demo environment;

- Time Series Insights Explorer:


https://azure.microsoft.com/ja-jp/services/time-series-insights/
https://docs.microsoft.com/ja-jp/azure/time-series-insights/
https://docs.microsoft.com/ja-jp/azure/time-series-insights/time-series-insights-update-create-environment
https://channel9.msdn.com/Shows/Internet-of-Things-Show/Azure-Time-Series-Insights-e2e-solution-for-industrial-IoT-analytics
https://azure.microsoft.com/ja-jp/blog/advancing-industrial-iot-capabilities-in-azure-time-series-insights/
https://azure.microsoft.com/ja-jp/pricing/details/time-series-insights/
https://docs.microsoft.com/ja-jp/azure/time-series-insights/time-series-insights-update-quickstart
https://insights.timeseries.azure.com/preview
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gateways
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automatically
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At Microsoft, we are committed to standards and interoperability in loT. This is particularly important for
industrial Internet of Things (loT) deployments. In these loT environments, we see OPC UA as a critical
standard for ensuring interoperability between a broad set of manufacturing processes and equipment,
spanning decades of investment for many companies.

At Hannover Messe 2016, we worked with the OPC Foundation to expand our product support of the OPC UA
open-source software stack, which enables deep integration with Azure 10T, as well as the Universal Windows
Platform (UWP). This includes advanced command and control, as well as data analytics capabilities in the
cloud, enabling new levels of quality, efficiency, and agility.

Announcing enhanced OPC UA support for Windows, iOS, Linux and Android
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Mindsphere runs on Azure
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* |loT Overview MS: https:.//docs.microsoft.com/en-
us/azure/iot-accelerators/overview-iot-industrial

* Connected Factory: https://docs.microsoft.com/en-
us/azure/iot-accelerators/iot-accelerators-connected-
factory-features

* OPC-Twin: https.//docs.microsoft.com/en-us/azure/iot-
accelerators/overview-opc-twin

* GitHub: https.//github.com/Azure/azure-iiot-components
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Reference implementation to use ONNX Runtime with Azure loT Edge:
https://github.com/Azure-Samples/onnxruntime-iot-edge/
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Azure loT Edge Device®fl]: Qualcomm SNPE

Vision Al Developer Kit - \=FJT7{14%

Audio In

Audio Out

Display s

Power & Data

Power button ==

Main board
(OX)

SOC

PMIC
WIFI/BLE
Camera
eMMC
LPDDR4x
Speaker / Mic
Ethernet (RJ45)
Power
Storage

Indicator

| USB

" HDMI

Vision Al developer kit

Yocto Linux

Qualcomm QCS603

PME 605/8005

WIFI/BLE WCN3980 (1x1)/ BL 5.x
8MP/4K UHD

16GB

4GB

Line in / out / 4x Mic / Speaker
Via USB-C with adapter
Rechargeable battery / PoE / USBC
SD slot for micro SD card

3x LEDs

USB Type C

HDMI A


https://visionaidevkit.com/
https://developer.qualcomm.com/blog/microsoft-s-vision-ai-developer-kit-now-available
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Qualcomm, Intel, a“ootUNvao)Iu“/“ TINAATOIORT IV IA-LFEE

NVIDIA.
£ 4

»

ONNX

RUNTIME

TensorRT |

@0

Blob
Storage

®

ONNX
RUNTIME

OpenVINO

loT
Edge

"% 10T Hub

Jetson Nano (nVIDIA) / Intel UP2 J
Pre-Processing Inferencing Post-Processing

re-Pr n nferencin, 'ost-Pro
Camera Feed —s
10T SDK OPEN CV 10T SDK MODEL Local Storage Blob | NG
ONNX Runtime
Storage

loT Edge runtime (Docker container)

ONNXIVF A LafE>Te\-FIIT 7 I3 L-Y3aV (LB IV VAl

JORAT Sy IA=L: RUI-FEET IV EER

J-FOEBEFREFE T TV IA-LAldVisual Studio Code

Azure loT [FAVTT-DEELERH

Azure Blob Storage on Edge (AV77F )&, (937 F_ED) Azure Blob& 7% [EHA
Azure Machine Learning Serviceld. €T ILDEJL FEONNXADZE #2

Reference implementation to use ONNX Runtime with Azure loT Edge:



https://github.com/Azure-Samples/onnxruntime-iot-edge/

Azure loT Edge Device®ffl: Intel OpenVINO

Intel AL/ Joper kits

CORE'i7

inside”

_

ATOM x7 |

CORE'i5

inside”

MOVIDIUS ||

I[EI TANK* AloT Developer Kit UP Squared* Al Vision X Developer Kit
+ 6th generation Intel® Core™ i5 or Intel® Core™ i7 processors + Intel Atom® X7 processor E3950, 4 GB of RAM, 64 GB eMMC
with Intel® HD Graphics 530 + Dependencies and validated software stack to quickly deploy
+ Dependencies and validated software stack to quickly deploy the Azure loT Edge
Azure loT Edge* + Intel Distribution of OpenVINO toolkit for running deep learning
+ Preinstalled Intel® Distribution of OpenVINO™ toolkit for deep inference and computer vision applications
learning inference and computer vision applications + Preinstalled 2018 version of Intel System Studio and Arduino

YTy T HAR) EyRT7v T H1E)


https://software.intel.com/en-us/articles/iei-tank-aiot-developer-kit-and-microsoft-azure-running-machine-learning-on-the-edge
https://software.intel.com/en-us/articles/set-up-microsoft-azure-iot-edge-on-an-up-squared-board

Azure loT Edge Device®Df5]: NVIDIA DeepStream

NVIDIA JETSON NANO FAMILY

U | T

Jetson Nano

128 O NVIDIA CUDA® 17%FE&E 1=

GPU NVIDIA Maxwell™ 7—%T7 7 F+

cpu 77RIT ARM® Cortex®-A57 MPCore 7
OtyYy

XEY 4 GB 64 £y LPDDR4

GPU

CPU

Xt

Jetson TX2

256 M NVIDIA CUDA 17%2E% 1
NVIDIA Pascal™ 7—F¥T7JF+v

FT17J)V]7 Denver 2 64 £k CPU U7y
K37 ARM A57 QI FLyI A

4 GB/8GB 128 £k LPDDR4

GPU

CPU

XEY

384 /512 &M NVIDIA CUDA 17 %=
= NVIDIA Volta™ 7—%T7JFv &. 48/64
Tensor 177

6/8 17 ARM v8.2 64 v CPU

8 GB/ 16 GB 128 Kt LPDDR4



NVIDIA DEEPSTREAM( (& ?

Applications and Services

DEEPSTREAM SDK

Reference
Docker Containers Applications & Azure IOT Runtime
Orchestration Recipes

Hardware Accelerated
Plugins

CUDA-X

K8s ON GPUs NVIDIA Containers RT CUDA Multimedia TensorRT

NVIDIA COMPUTING PLATFORM - EDGE TO CLOUD

JETSON | TESLA




DEEPSTREAM ¢ loT Edge Runtime

NVIDIA Jetson

DeepStream Azure loT Insights
Container Edge runtime

NVIDIA. m Microsoft Azure loT Hub

Connect to Azure IoT Hub through Azure loT edge runtime



NVIDIA Deepstream with Azure loT Edge Runtime
Azure Marketplace H'5. NVIDIA DeepStream SDK7§‘ % [/ AT HE |

2 = E
\

NVIDIA DeepStream RedisEdge Simulated Temperature Nebulus Matrix Azure Stream Analyt]
SDK S{77%: Redis Labs Sensor Component on loT Edge
F{77%: NVIDIA Corporation f F{75t: Codit FET7T: Microsoft
odule that acts valu Deploy near -real-time analy|
fyom JSON nr q and dd intelligence to loT Edge dev|
S e perties
1. 8.8.8.8. ¢
QD TEAFT 97, FCAFT

DeepStream
Container

< NVIDIA.
Azure loT Edge

runtime

B" Microsoft Azure

https://github.com/Azure-Samples/NVIDIA-Deepstream-Azure-loT-Edge-on-a-NVIDIA-Jetson-Nano



https://github.com/Azure-Samples/NVIDIA-Deepstream-Azure-IoT-Edge-on-a-NVIDIA-Jetson-Nano
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https://www.nvidia.com/ja-jp/about-nvidia/press-releases/2019/nvidia-with-microsoft-announces-technology-collaboration-for-era-of-intelligent-edge/
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N120Y7k, Lenovo, NVIDIA (3. Azure loT Edge [CEEL Al ZE-5I AR

<3

NVIDIA.

Tllllll(SVSIBm SE350 Edge Server EPC300 Edge Gateway

Tesla T4

10T510-C AAXS
B E:


https://www.lenovo.com/jp/ja/data-center/servers/edge/ThinkSystem-SE350/p/77TM7DSSE35
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https://mybuild.techcommunity.microsoft.com/sessions/77052?source=sessions

Azure loT Edge DeviceDf5l:

Azure Stack Edge = Compute + Project Brainwave

Ut —  Azure Stack Edge Azure 757k
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Azure Stack Edge TONATYY1—3 |

Store/Hospital/Factory Boundary

N
Camera1 ' e

@

=N
'!aw Image Module

mm—

Cameran ' -~

Local Network

—— Azure Data Box Edge (server blade)

Azure loT Edge Runtime

¢ |
Image Paths Image Path T e ‘
le Bounding Box Bounding Box

Coordinates Coordinates

| v

Image Data
—_—

©

Capture
Module

Final

Get Event

FPGA Model REDIS

Database

Bounding Box
Processor

Inferencing Driver Module

‘—
C Inferencing
apture Results T | 6 T
Module
Cropped Image Cropped Image Final Image

Cropped Images ‘ Image with Boxes |

Data Box Edge SSD-based File Share




Azure Stack Edge commercial {1#&

Specification

CPU

C-1100 C-1100G (GPU)*

2 x 10 CorelIntel Xeon CPUs

Preview -

RAM

28 GB

Local cache
capacity

12 TB NVME flash storage To be announced

e e S

Data
protection/security

AES 2561bit encryption
|

Form factor

i
TU rack mouqlt server, 29.6" deep
i

Network interface

1
4x25 GbEi SFP+, 2x1 GbE

Accelerated ML

Intel® Arria® 10 FPGA two NVidia® T4 GPUs

Power

1 10/240 (50/60 Hz)
|
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* Azure loT Hub

* Azure Stream Analytics

* Azure Time Series Insights
* Azure Maps

* Azure Digital Twins

e Azure loT Central &.
Azure loT Solution Accelerator
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https://www.microsoft.com/security/blog/2019/10/28/iot-innovation-azure-sphere-general-availability-february-2020/
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Azure Sphere OS: EAX7—-*T7JF v

Developer Experience Board / Module

(on PC) ‘ Azure Sphere SoC

Visual Studio Cortex-A core Connectivity Solution
Integration

;
r'd
Azure Sphere SDK
§_§ Runtime for POSIX Apps Pluton Security Subsystem
: X E (e.g. Base C API; Azure loT; HTTP
Az(l:] re Sphere I?ewce 3 EW  Client UART, GPIO APIs etc)
ommunication
Pluton Security Subsystem

Service

Application Container

Networking management

Architectural Layers
\ Cortex-M: |/O core(s)

Application management

OTA update client

OS Services
A 4 /

4

Peripherals (e.g. UART, GPIO, etc.)

Device AuthN client

OS Services

Library for I/O Apps

(e.g. inter-core comms, etc.)

User Mode

Supervisor Mode

I/O App
Runtime

Custom Linux

Kernel
Custom Linux Kernel

Azure Sphere

Picovisor & |

Firmware
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Azure Sphere TENMETBT7TUYT —°JEI DR

Visual Studio T® ARM Cortex-A 77U -3y ORIE
o AVTVEIAFTETCHCEERREE

. N=RYTTFRIAN. 5. Azure loTHEEDEHDTA TS : 1
. FOISLY VTN FUT - BEREREIAY RO

ARM Cortex-M 77U -3y ORE

« Deterministic execution for I/0O (GPIO, ADC, UART, SPI ..

. /OO YYIZFLIRRTOSH T /E
- RTOST173Y¢Visual StudioCOREFENYR—H

Azure Sphere Y\ FEFHK—F (cDVB)

- RARLETTVI-23V0T Ny BORFN-FER 4t

. AWH-EY 'GPIO ADCs, UART, SPI, 12C and 12S.
- RNV, LED, BE, T-Yaytyy—{1=E

F77Vr-23v07 704
. BFKR-FAlLVisual StudiofRH CRIAE
- BFN-FCHFK&TAL
«  AFEIRIEAISphere ServicefRETT SO AT &E

p-ﬁlX

Dq Telemetry12 - Microso

ft Visual Studio

File Edit View Project Build Debug Team Tools Test Analyze Window Help Andrea Nas:
Al - Debug ~ ARM ~ P Remote GDB Debugger = 5% i 5 =7 N
§ ~  Solution Explorer ~ix
S [ Telemetry12 = (Global Scope) ~| @ ButtonAlnterruptHandler(GpioHandle h + M- o-5am
3 /// Provides LED feedback that the button press was processed. 3 rerorrr———" =
///
. i - -
Dd Telemetry12 (Debugging) - Microsoft Visual Studio & | Quick Launc

File Edit View Project Build
oW O 2> ¥ 21 Cod

:

Debug Team Tools Test Analyze Window Help

P Continue =~ 57 —

% Telemetry12 d (Global Scope) ~ @ ButtonAlnterruptHandler(GpioHandle han -
® o | 38 [/// Provides LED feedback that the button press was processed. =
39 /11
g 40 - static woid ButtonAInterruptHandler(GpioHandle handle, bool newValue)
.). 54 41 {

Ef = 42 = // This handler runs when the button is pressed AND released
E, 43 // newValue = false when pressed and true when released
58 44 - if (newValue == true) {
E; 45 // do nothing when button is released N
61 46 return;
62 a7 }
o T 43
;«5 49 f/ Add 1 to telemetr‘y counter named "button presses"”
& @ 50 Applibs_Result result = BI_QueueCounterUpdate("Wash cycles", 1);
,7 51 int numBlJ.nks
69 L 52 I if (result != Result_Success) {
::9 53 numBlinks = 2;

100% - 54 Log_Debug("ERROR: Button telemetry update failed.\n");

Error List 55 = } else {

Ry | 56 numBlinks = 1;

‘ Publish/Deploy

Azure Sphere Compact

Development Board
USB Cable

“The development tools are first class. Easy to build for, easy to debug on. Visual Studio stands
head and shoulders above any Linux development environment we have used.” “The board
connectivity is excellent, plenty of GPIO, UART, Wifi. Azure Sphere Well documented, clear and
concise.” (Quotes from an early adopter)
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partners partners
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Secured, WiFi-enabled MCU, Secured crossover application Wi-Fi Module MT3630 Dev Board
. . . H ®
available in volume today grf;%szsgr, samples available MT3620 Starter Kit A' _ Ll n k MT3630 Mini Dev Board

Guardian Module
@ " Wi-Fi module
Q UALCOM® N US' Guardian device AD\-\NTECH
) ) Wireless I/O Module
First cellular-enabled Azure Sphere chip,

- Dual Band Wi-Fi
samples available Q4 2020 B|l:aetog?h M(;dlzlg
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Azure Sphere
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Azure loT Device SDK

Azure loT HublZ#Eft 9 378

DSDK(Z173)

=[=:

CSENFHETB0S

C, .Net, Java, Python, Nodejs

10S
BERE
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V- E (ML/DLATRL),
OSOBERVELIZHICE

Azure loT Edge
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Dockerh*'&11Ed 30S

' C, .Net, Java, Python, Node,js
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Windows for loT
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Windows for loT 7731 —
OSUU-REZ10FEYh—F, FMBEEAT VIV, BLUSELEZF1UT1#EE

NEBTYRTVIRDAN-FIYITINAA

Windows 10 loT Core - fELVENWindows TF1UT1, V=)L, TS, BEM
« 400 MHz x86, x64 or ARM CPU * Universal Windows Platform (UWP)
- 256MB RAM (512MB T4 AT LA ) © TAATVAB/EDT N AICHE
e« 2GB ARL-Y e OS-shell

e OSOOMYYT1#EL, Windows 10 loT Core Y—FZ YT AV T3y EY

IKDIWIEAN-RTINA R

Windows 10 loT Enterprise « Win 32RUUWPT FUIC&BEERI-Y-TIARUIVA
« 1GHz x86 or x64 CPU o TAUVNYTERIUER. EBERUY-EX
« 1 GB RAM (2 GB for 64-bit) o FBEWNEBNTAVYT-JI-AEOVIFIIBEBETCI-Y-TIANU IV A EE
« 16 GB A~L—3 (20 GB for 64-bit) «  Windows 10 Enterprise&[8—, 7zfzL. RU1-LF1 TV XA TI3E<OEM
Fyr )@ L CERGE

:—:F?’AT ADREAN I

Windows Server loT 2019 MhERSN XU T H%AE
« 1.4GHz x64 CPU « FMBONTVY I~7’7/ NA—L--- BEVOAYTLIAE
* 512 MB RAM (2 GB 7R kv FR) DIV ITERE
e 32GB ARL-Y « Azure loT Edgez2 BB I 3HEINEIVTT—2TR-F

o CAL-EELATYaV#HRM

@ https://docs.microsoft.com/windows-hardware/desian/minimum/minimum-hardware-requirements-overview



https://docs.microsoft.com/windows-hardware/design/minimum/minimum-hardware-requirements-overview

Windows 10 loT O-KFYw 7

Windows _E®@DLinuxEJa1-)l BEVWGLEZEIAR

Win32 = UWP  Azure loT Edge
Apps Apps in Linux VM

IoTI'"J()“Lmux*é% EDFRIL NXP iMX8 _E@DWindows 10 IoT Enterprise
Windows £ T, SE2 A LinuxERIED - EIAMEEEEZEHOIUIY
Azure loT Edge%324T e WindowsIJYATAICKBHR-F

« BETFEODO Win32 & UWP OJ-FEAL—RAR 7 {AR - N A N=FDT7
MHEER M

«  Windows®t¥aUF+, OvI59, AULE OS DITYRTUVE
BRUTSVUT1VTMee % E A « 16GB ARL—Y / 2GB RAM

101010 %
ololol
101010

Device Update Center (DUC) for loT

Enterprise

OEM YJRIUTY3Y Y—EATEUT A AT 8E
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https://iot.asus.com/products/intelligent-edge-computer/PE100A/
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Small
ThreadX Q& /IMERK(L2KB FLASH, 1KB RAM

Safe
=2 0ETEFEANS: IEC 61508, 62304, I1SO 26262,
EN 50128, UL/IEC 60730/335, UL 1998

Secure

IPsec, TLS/DTLS, XEYU—{R:&, TrustZone
ARMv8M, EAL 4+ Common Criteria FIPS 140-2,
fth

Azure RTOS

( [HThreadX RTOS)

Advanced
Preemption-threshold, event chaining, ZDfth

Fast
MsATOIVTIAL A19F, BEROZEEDSRY ~T-
2, thread metric performance, ZDfth

Easy to Use
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https://blogs.microsoft.com/blog/2019/04/18/microsoft-acquires-express-logic-accelerating-iot-development-for-billions-of-devices-at-scale/

Azure RTOS

Azure RTOS ThreadX
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6.2 L R

2019F4F . EXPress =B

Microsoft acquires Express Logic, accelerating loT development for billions of devices at scale

@

v N=bF=I9TOTFIVA

LENESAS
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https://blogs.microsoft.com/blog/2019/04/18/microsoft-acquires-express-logic-accelerating-iot-development-for-billions-of-devices-at-scale/
https://www.renesas.com/jp/ja/about/press-center/news/2019/news20191028.html
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Azure Real-Time Operating System D—fix i LFitA (202058 19H):

Microsoft acquires Express Logic, accelerating loT development for billions of devices at scale (201948 19H)
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Azure Security Center
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NetX Duo Secure TLS
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Azure Sphere & Azure RTOS D{F
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* Azure loT Hub

* Azure Stream Analytics

* Azure Time Series Insights
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Home > rtogm-hub - Overview

® rtogm-hub - Overview

10T Hub - PREVIEW

Threat prevention
sewngs

Shared access policies Health monitoring

B Device recommendations

-
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Pricing and scale
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“ ~ ~ ¥ 10T device configuration
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File upload
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Security

3 Overview
Security Alerts

= Recommendations
Resources

y Custom Alerts
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Azure Security Center for loT
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Custom Alert Type

Device Security Group
[ |
j] 9 7 default
A L\ J M |‘
Custom Alert *
Create custom alert rule

Create custom alert rule

L4 L

0 R Custom Alert Type
Device Security Group
J tFaUT8A default

Custom Alert *

= HEEEE

Outbound connection to an ip that isn't allowed v

Description

& 7]1{‘74‘!-\ 75— |.\ Get an alert when an outbound connection is created between your device and an ip that isn't allowed

Required Properties
IP Allowlist * ®

€& Required.
€ Provide the input in the required pattern.

Login by a local user that isn't allowed

Execution of a process that isn't allowed
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Alerts
Description
[ Y successful remote login
[ Y Reverseshells
[ Y suspicious IP address communication
EEd Y crypto coin minerimage
[ Y pruteforce attempt
3 Y Rremoval of system logs files detected
[ Y Detected file download from a known malicious source
3 Y Local host reconnaissance detected
3 Y Detected suspicious use of the useradd command
[ Y attempted Spray Attack

Count

Environment

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Bruteforce attempt

o General information

Description

Detection time
Resource type
Severity

State
Subscription
Detected by

Action Taken

Environment

-~ Remediation steps

Multiple login attempts identified. Potential
Bruteforce attack attempted on the device.

2019-10-29

| 0T device

A Medium

Active
075423e9-7d33-4166-8bdf-3920b04e3735
1]

am Microsoft

Detected

Devices

Review 55H bruteforce alert and the activity on the devices, If the activity was malicious:

1.Roll out password reset for compromised accounts. 2.Investigate and remediate(if found)

devices for malwars,

# Last 10 Affected Devices

Mame

ubuntu-device

i

Alerts Count Last Qccurrence

8 10:15
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SECURITY ANALYTICS

Threat Detections, Prescriptive
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1
x ()

Solution-Wide Security
Dashboard Centered at loT Hub

AZURE SECURITY CENTER

Security Dashboards Deliver
Rapid Insights into Security
State Across All Workloads

Actionable Security
Recommendations

Curated, Prioritized
Security Alerts

Investigation Tools
and Log Search

O

Automation

REST APIs Notifications
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== Microsoft Azure

Be future Build on Operate hybrid Trust
ready your terms seamlessly your cloud

© 2020 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be
registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of
this presentation. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment
on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.
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Business context
SAP Leonardo loT

SAP essential business functions

SAP business
applications/systems

Speed to value
Integrated solutions across SAP business
services and Microsoft loT Services

loT data and context
Azure loT services
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Microsoft Intelligent Edge
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* In the next 2 slides we illustrate two possible “edge” patterns based on our interactions
with SAP Engineers and SAP Certified partners

* These 2 “Edge” patterns are a good starting point and meant to invite CDOs to think
about what can be a possible “Best-of-Breed” architectural blueprint based on :

Use cases prioritization and data required (SAP and non-SAP data)

Current investment on SAP (Full-use license vs Runtime license)

Current SAP Landscape and migration plan

Current and Missing Platform capabilities

Current Skills and gaps to bridge

Current Data Operating Model (Data Governance, Quality, Privacy, Security)

AT



Streaming data

10T Devices

¢ o SAP Data Hub
/ Data Services

L T—-XTIFvDII-TVV

Azure Data Lake Storage

Leonardo ML Cognitive

Services

SAP Data Hub

/ Data Services

1 Ingestion Store Prep and train
1
: N s
=== —_ —'-------------------'i
i == N |
i : |
I
: l.l ____: SAP Data Hub / : —
~ Data Services H EventHub =~ =~ ~777TTTTTTTTT
i Sl
App data on Azure 1 f
I p——=i i
I 1 1
I 1 1
""""" > i R " — 1
B e > QSRR - PR ——
. 1 1
Azure Event Hubs o Databricks i i
(O 1 i
(O 1 1
i ' !
o =
. !
"""" > TTTTTTTTTTTTTTTTTTTTTTTT -~
: P @
e aaee > §%
Azure IOT Hub I [
: - SPARK on
SAP Leonardo : - HDInsight ~ Foundation
o
I | r 4
- o I I
- o I I
- o I I
- o I I
- o I I
I I
. H o I I
=. b I
4 I H v ]
: v -
¢ ————— - -

SAP Data Hub
/ Data Services

Notification

ae
Logic Apps

Model Serving

L Y|
ul_Jul_ful
o

Azure Kubernetes
service

1
1
Operational Databases :
1
1

.

+
==  Cosmos DB, SQL DB

DLM

®

Cognitive
Services

RPA Bots

10T Edge

SAP Leonardo

—
SAP BusinessObjects

SECURITY & GOVERNANCE & CATALOG

s X
7, SAPDataHub @ SAP Data Custodian



https://www.google.ae/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwifnOCfjJnhAhWE6aQKHfdiCHIQjRx6BAgBEAU&url=https%3A%2F%2Ftwitter.com%2Fsapindustries%2Fstatus%2F846798548586954752&psig=AOvVaw04vb8rTKbd34pLvDwyJuK7&ust=1553459085452898
https://www.google.ae/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwifnOCfjJnhAhWE6aQKHfdiCHIQjRx6BAgBEAU&url=https%3A%2F%2Ftwitter.com%2Fsapindustries%2Fstatus%2F846798548586954752&psig=AOvVaw04vb8rTKbd34pLvDwyJuK7&ust=1553459085452898
https://www.google.ae/imgres?imgurl=https%3A%2F%2Fdevelopers.sap.com%2Fdam%2Fapplication%2Fshared%2Ficons%2Fdev-data-hub.svg&imgrefurl=https%3A%2F%2Fdevelopers.sap.com%2Fcis%2Ftopics%2Fdata-hub.html&docid=IiDEUcFOGaI_nM&tbnid=a89-iWNtQ3s0UM%3A&vet=10ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA..i&w=800&h=800&bih=952&biw=2133&q=SAP%20Data%20Hub%20Icon&ved=0ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA&iact=mrc&uact=8
https://www.google.ae/imgres?imgurl=https%3A%2F%2Fdevelopers.sap.com%2Fdam%2Fapplication%2Fshared%2Ficons%2Fdev-data-hub.svg&imgrefurl=https%3A%2F%2Fdevelopers.sap.com%2Fcis%2Ftopics%2Fdata-hub.html&docid=IiDEUcFOGaI_nM&tbnid=a89-iWNtQ3s0UM%3A&vet=10ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA..i&w=800&h=800&bih=952&biw=2133&q=SAP%20Data%20Hub%20Icon&ved=0ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA&iact=mrc&uact=8
https://www.google.ae/imgres?imgurl=https%3A%2F%2Fdevelopers.sap.com%2Fdam%2Fapplication%2Fshared%2Ficons%2Fdev-data-hub.svg&imgrefurl=https%3A%2F%2Fdevelopers.sap.com%2Fcis%2Ftopics%2Fdata-hub.html&docid=IiDEUcFOGaI_nM&tbnid=a89-iWNtQ3s0UM%3A&vet=10ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA..i&w=800&h=800&bih=952&biw=2133&q=SAP%20Data%20Hub%20Icon&ved=0ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA&iact=mrc&uact=8
https://www.google.ae/imgres?imgurl=https%3A%2F%2Fdevelopers.sap.com%2Fdam%2Fapplication%2Fshared%2Ficons%2Fdev-data-hub.svg&imgrefurl=https%3A%2F%2Fdevelopers.sap.com%2Fcis%2Ftopics%2Fdata-hub.html&docid=IiDEUcFOGaI_nM&tbnid=a89-iWNtQ3s0UM%3A&vet=10ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA..i&w=800&h=800&bih=952&biw=2133&q=SAP%20Data%20Hub%20Icon&ved=0ahUKEwjWsa-qjZnhAhXPjqQKHcbxDEcQMwhBKAAwAA&iact=mrc&uact=8

SAPELDTIL-TUV K AT

* This pattern is designed to cater for the needs of SAP-centric landscapes wherein customers have already significantly invested on
SAP capabilities including SAP analytics and data management software (SAP Full-Use license)

e Itintegrates SAP HANA, Azure Datastores and Azure Data Processing Engines with native SAP orchestration, integration and
governance capabilities

* This pattern is particularly suitable for SAP environments where customers need to offload warm and cold data to cheaper storage
using SAP Data Lifecycle Management (DLM) and perform Data Virtualization (query federation) using Smart Data Access (SDA) in
order to save costs

e It fully exploits SAP Data Hub capabilities to orchestrate data pipelines by moving data and pushing runtime executions
(transformations with Spark and scoring with ML) to where the data resides (Azure Datalake Store)

e SAP Data Hub fully supported and hosted by Azure Kubernetes Services
e Possibility to use Microsoft Azure loT Hub as the connectivity and device management layer for loT telemetry data, which is
seamlessly relayed to SAP Leonardo loT. Essential business function (EBF) modules are planned to run in containers on Microsoft

Azure loT Edge

 Machine Learning can be handled by Leonardo ML Foundation which now supports cognitive services on Containers for Computer
Visio and plans to support other cognitive services
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This pattern is designed to cater for heterogeneous environments with SAP used predominantly as ERP and many
other workloads and apps running in hybrid cloud deployment models (SaaS, laaS, on-prem)

» Suitable for customers preferring to build a PaaS based Analytics platform in order to accelerate data exploration, data
curation and ultimately data-to-insights

* Particularly suitable for SAP HANA Deployments where customers need to join/federate SAP Data with a wealth of
non-SAP Data Sources using data hub technologies like SQL Polybase 2019

* Rich set of Machine Learning capabilities provided by Azure ML Service : comprehensive set of frameworks, ability to
run external models, best-in-class ML DevOps capabilities, Models Interpretability toolkit for responsible Al,
automated ML to accelerate model development, collaborative platform to democratize ML with both code-first and
no-code capabilities and last but not least the ability to parse both SAP and non-SAP Data

* Beautiful visualizations with PowerBIl used to combine data from multiple data sources including SAP

» Data Catalog provided by the upcoming Azure Data Factory Gen 2 or by a rich set of partners availing their solutions in
the Azure Marketplace (Informatica, Talend, etc)
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Flexible and Composable Platform with Best of Breed building blocks from Microsoft, SAP or ISVs

e Tiering between HANA and ADLS to optimize costs and offload ML experimentations on historical data in lower cost storage
* Low Latency with Data Virtualization by running the SAP on Azure co-located with the Azure Analytics platform
* Integration between SAP and our 3 Clouds (Azure, M365, D365) for increased productivity, collaboration and efficiencies

* New Insights by combining SAP and non-SAP Data in the Azure Data Lake Store: Operational, Financial, Behavioral, Transactional and
Telemetry data

* Machine Learning at Scale with lifecycle management of models learning from combined SAP and non-SAP data
* Application Innovation by infusing Cognitive capabilities in existing and new SAP apps
 Democratization of Bl and Al with self-service capabilities for LOBs and strong Data Governance enabled by the IT department

* Strong Security and Data Protection with Azure Key Vault, AAD, Security Center and best-in-class third-party tools available in Azure
Marketplace

* UiPath to automate migration to S/4 HANA on Azure and intelligently automate additional processes



